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Business Roles

Address multiple business objectives with the Business Role concept.

Dudey Cart A Business Role is a data container
for a group of SAP single roles which
can be from multiple SAP systems.

Central Identity ... Configuration Reports v &

Organisational Structure Allocations

A Business Role is similar to an SAP
Composite role with the added
benefits:
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. A Business Roles is more
flexible as users can be
assigned partial roles.

. SAP single roles from multiple
SAP systems can be included in
the Business Role.
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The Business Role concept addresses several important GRC business objectives. These include:

. Increased efficiencies of the provisioning (Joiner — Mover — Leaver) process, as well as reducing the effort required to carry out a
User Access Review.

. Standardization of job functions across the organization to reduce complexity.

. Enhance business accountability of risk by presenting SAP access in a more business-friendly manner.

Business Roles to linked to Departments on the Organizational Structure to simplify finding the appropriate access for SAP users.
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Soterion’'s Business Role functionality displays the SAP access contained in the Business Role using a visualization technique that
converts the technical GRC language into a business-friendly language.

All actions that the Business Role is able to perform are highlighted (in red) in the business process flow, making it easier for Business
Role owners to make informed decision.
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Central User Administration

Soterion's Central User Administration facilities user management in non-production SAP systems (DEV, QAS). This reduces the
support effort and associated costs required to manage user access in non-production SAP systems.
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SAP Distribution Configuration
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Type Description System Identifier SAP Installation Number Y ‘;ﬂﬂﬁ“”" T::";'ec: v | Client Language Envirenment 7
1 Production Syslem FRD 1234587 123.123.123 0| 100 EH FRD

1 Cuality Assurance 100 oA 957654321 .33 0| 100 EN A

1 Cuality Assurance 200 aas 957654321 23213213 1| 200 EN an

y| Develapment Golden Client DEV 987654321 123.123 432 010 EN DEV

1 Development Tesling DEV 937654321 123.321.654 1| 120 EN DEV

2 CRM Quality Assurance CRG 937654321 123.321.432 0 100 EN QA

2 CREM Deaveloment CRD 937654321 583.321.123 0| 500 EN DEV

SAP Distribution Configuration

Creation of new Users
Password Resets
Role Allocation

User Locking

Soterion provides the administrator with the added flexibility to decide which functions can be performed in the different distribution
systems.
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