@PI-USE'

value through innc

ovation

L2 NES HE2=E

Z48 98t T4 SAlof Cht

James Watson | EPI-USE Labs2| Business Owner
E”OlE‘I EEI‘O'H‘IAL Elﬁa_ EJ A|-O-| AEA=| |:_|.|:|.

JamesE EPI-USE Labs2| Cl|0|E] 7o &

=224
F AN SHE 2

LTAEE B5ZF517| 2l5l Data Sync Manager(DSM)2 235t
HIZS 7HX|2 Qe MYUAE MY, 7I%, HAE/S3] ME{Q Bl 4 & ZHo| CHEIE &
I8t Z2of CHEE otLiet =i MBS & LICH a9 Bof= HI2Y ololE el 2 o
2lojotR =|A3H(SLO) & SAP A4S St £ Mo CHst MEAH 0| ZHELICE

23 S SAP MY Sst £F Mof CHE HIZLIA AMejg 2n
A&LICH 20 0| o 7|
I-S-%F |o|E] 7HRIHE

b

ool M7 =

=
10
29

3




m
3
®0
04
=
<r
ol
~
<




270

HolE 7QIEE 25 &

OHE 324 MF QI =M Q! X[ 40| E'RZ Lot

SAPE MA0IM 7H& AT S AAE” S
AL
e

EPI-USE Labs= 30 0|4 SAP ItEL{Z £ 530 SAP CIO|E{ 72X 0il CHS ZI2 O|GHE 7HK|T Q&LIch & MlAHQl
7|41} ${246t0o{ GDPR(YE CIOIEf 3 #&)1t 22 Z2H 0| 7HIHE B35 Ho| & &6l T E 51
U&LICH

0

EMENM US IES HIEHOE SAP A|AEINAM C|O|E] 7HOIME HE =42 735451 7|
EQIL|CH SAPO]| CHE Xl EX a0l XS UHOMH, TEMA HElS
Cher st o Z2[AH O|MHME SLSHH S XIZIX|DH 7|8 7|&2 ChE JLct

CIOIE 7HRIEE B3 &= 048 E AlEE m of MAIHo| & S&

fijo

MEst7|E it




GDPR: Affecting all European
PIPEDA in Canada Citizens' data, effective 25 May 2018

Switzerland: Federal Act on Data Protection
coming into force 01/09/23

PIPA in South Korea and Japan

3 3 DPDP Act in India,
CCPA (California), CPA (Colorado), CTDPA (Connecticut), expected by 2024

CDPA (Indiana, Montana), ICDPA (lowa), TIPA (Tennessee),

TDPSA (Texas), UCPA (Utah), VCDPA (Virginia) in Nn[‘th America DPR 2021 in Kenya

LGPD in Brazil
POPIA in South Africa v ) )

Privacy Act Review report: i
Australia TBC (launched this year) 5% =
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= Z2|ZL|oto| CCPA = ElAbAO| TDPSA - 321} Q= o| PIPA

= 222 9| CPA = SEI9| UCPA = FAIZHE O] NZPA

= FHE|ZiQ] CTDPA = H{X|L|o}2| VCDPA = FiL}C}o| PIPEDA

= QlC|ofLtet EEHLES| CDPA = OLZ2[7+9| POPIA

= 0}0|22t2| ICDPA = E{=9| PDPA
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2021 2020
Gaagle LLE, Koray Google LLC, Sweden 022
g L Claarwmaw A1 Dnc, UK

£6,300,000 £5,000,000 £9,000,000

MDNTANRT o paxoa | t.l'."‘ml'ﬁil‘l’.f»
2022 |

Gaogle LLE, Spain

£10,000,000
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| DELAHOMA

W 50,000,000

E—
£1,200,000
= lreland LLG, France Cizarview 4l Inc., [ualy

EGO 000,000 £20,000,000

2020
Vedalore Ilakia S.p.

£12, 251 601

2021

Fnal Enargia 5.p.&

£26,500,000

Olaarview Al Tnc, US

£20,000,000

20240

1M [relecommunications ocarakor)
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Find and map your PII
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Ongoing audit and review

Review access risk

and controls

Proactive identification
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of Data Subjects
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data privacy

A

Process individual Right )
to Deletion requests A

Clean up the backlog

in Production

compliance

Handle Data Subject Access

Manage PII in Production copies

Requests (DSARs)
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SAP2| ZAE{O}O| A M

CHEE9| ZIME2 tdut HIZL|A0f BHA
SAPOIME O|E Z CEBH PITLE
+=E AU&LICHO|

/addon/table).

J%CHH, 0|F ofE7 ohE stz of3H
SAP Hi|O|E{ 22| MZ7t2! EPI-USE Labs= 0|0| 5tLtS| SAP A|ARY LHoI A, 2|1 042] SAP A|AE ZHo| E & SAP
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& pjjof| CHst

— CATHER: Data Discovery

CONSULT: Quantify the results

- ——  IDENTIFY: Workshop to define requirement s

ANALYZE: Presentation of analysis

REPORT: Enhanced Discovery Report (optional)
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https://www.epiuselabs.com/sap-data-privacy-assessment-service?hsLang=ko
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@ EPI-USE Labs < Identify Risk Users v Comp Roles v Roles v~ Business Roles v Rule Sets v = @
O Access Risk ~

Potential Risks New User Log Entries @ Relevant Risks

6,147 21,747 189

Actual Risks Users Executing Transactions Risks with User Occurrences:

2,136 439 Critical High Medium

— 16/33 99/144 512

Superfluous Roles Clean-up Potential 45%

with Sensitive

Transactions

Superfluous Sensitive Current Risk

Transactions Exposure Rating

Excluded from Risk Analysis SAP System is not open for

configuration

Active Users Roles With Users
Soterion 2T ME HAHA 2 AKX el A0l EofELICt O X0l QIEE XeHE + U= HEt2 71T A8 Rt
ol2{3t MBte MIFO 2 ABSHE AFR X ZHo| AHO|ULICH SR QIHT SX TRIZ QI8 JHs 3 Q1B ZA S RAG(
W, T, £5) SEIZE AlZEE £ J&Lch
Soterion2 CtS& I8t 7= MEE MSELICH

20| GRC &24MS  ofE S0, %7t xIZ om0l wexpl amo]  EIOIE R0l
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A MHY + A&
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AlEcoldg Sall HE0| 2la=0f OlRlE S AtTlol &ele = UZSF A ELICH
olfet SME Eotre Sall M2 2la3 #elof CHE BEE £ A& SEE HE SH ZAUEE MSE =+
A&t
@ EPI-USE Labs < Simulator o] @
© Type
Q' Access Risk ~
Stay Clean Simulations
Simulate making changes in your authorisation landscape before applying it to SAP.

Role Simulations User Simulations

Simulate the impact of allocating or removing items from a Role Simulate the impact of allocating or removing items from a User

Position Simulations Authorisation Simulations

Simulate the impact of allocating or removing items from a Position Simulate the impact of allocating Auth objects te a Role's Transaction

¥y Simulation is not workflowable

Business Role Simulations 2 Provision 1o SAP @

Simulate the impact of allocating Roles and Users to a Business Role
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SAP Information Lifecycle Management
Business Scenarios

Optimization Live Systems

Data Archiving Retention Management

= Analyze data volumes I . Manage all retention policies I
| across the enterprise |
= Securely move data from I I

the database to the archive = Manage the responsible
| destruction of data based I
= Comfortably access | on policies |
archive data I I
= Enforce retention policies
* Archive SAP NW BW | |
data (near-line storage) | * Use secure ILM-aware |
| storage |

= Data Volume Management

I'. perform e-Discovery and I
= Performance Optimization | setlegal holds |
| |
| |
| |
| |

= Part of SAP Basis = Part of ERP 6 deployment

since 1997
= ERP Product Standard
Manage Database Volume End-Of-Life Data
Relevant for GDPR

SAP A&
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Optimization System Landscape

Systm Decommissioning

= Data Archiving & Retention
Management

= Decommission
legacy systems

= Enforce retention policies
on data from retired systems

= Run reporting on data from
retired systems

= Benefit from independently
understandable archive

End-Of-Life System
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